UBND HUYEN PINH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG VAN HOA VA TT Poc lap — Tw do — Hanh phuc

So:84 /VHTT-TT Pinh Hoa, ngay3 thang 4 nam 2024
VIV 15 hong bao mat anh huéng
nghiém trong trong phan mém PAN-OS
va I8 hong an toan thdng tin trong cac
san pham cua hang Microsoft cong b
thang 4/2024

Kinh gui:
- Cac co quan, ban, nganh, doan thé huyén;
- Uy ban nhan dan cac xa, thi tran;
- Cac doanh nghiép vién thong trén dia ban huyén.

Thuc hién Cong van s6 835/STTTT-CNTT ngay 17/4/2024 caa Sé Thong
tin va Truyén thong vé 16 hong bao mat anh huong nghiém trong trong phan
mém PAN-OS va 16 hdng an toan thong tin trong cdc san pham cta hing
Microsoft cong bd thang 4/2024.

Nham dam bao an toan théng tin cho hé thong théng tin cia cac co quan,
don vi, gop phan dam bao an toan cho céc hé théng thong tin ding chung, lién
thong cua tinh; Phong Van hoa va Théng tin thdng tin d&én cic co quan, don vi,
doanh nghiép vién théng, UBND cac x4, thi tran vé 15 hong bao mat anh huong
nghiém trong trong phan mém PAN-OS khuyén nghi vé céc 15 hong bao mat c6
muc anh hudng nghiém trong, mac anh huéng cao trong cac san pham cua hang
Microsoft cong bb thang 4/2024 va hudng dan khac phuc.

(Chi tiét thong tin vé cac 16 hang bao mdt va huréng ddn khac phuc tai phu
luc dinh kem)

Cin cir cac ndi dung néu trén, Phong Vin hoa va Thong tin d& nghi UBND
cac x4, thi trin, cac co quan, don vi, doanh nghiép vién thong quan tam trién
khai thyc hién; trong qua trinh thuc hién néu c6 khoé khan, vuéng méc, phan anh
kip thoi vé Phong Vin hoa va Thong tin dé dugc hudng dan, hd tro. Théng tin
dau mdi lien he: Ong Ngd Nguyén Long, cng chiic biét phai Phong Van hoa va
Théng tin, s6 dién thoai 0943905333./.
Noi nhan:

- Nhu trén;

- Lanh dao UBND huyén;
- Luu: VT, VHTT.




PHUY LUC I: THONG TIN VE LO HONG BAO MAT ANH HUONG
NGHIEM TRONG TRONG PHAN MEM PAN-OS
(Kém theo Cong van so:84 | VHTT-TT ngay 23 / 4/2024
cua Phong Van héa va Thong tin)
I. THONG TIN LO HONG ANH HUONG NGHIEM TRONG
TRONG PHAN MEM PAN-OS
1. Thong tin 16 hong bao mat
M0 ta: LS hong CVE-2024-3400 (biém CVSS: 10) anh huong trén phan
mém PAN-OS trong gateway GlobalProtect hién dang bi sir dung dé khai thac.
Déi tugng tan cong khai thac 15 hong chén Iénh nay c6 thé thyc thi ma tir xa véi
quyén root trén tuong lira. LS hong gay anh huong cho tudng lta cau hinh trén
GlobalProtect gateway va telemetry cua thiét b.
L& hong nay anh hwéng dén cac phién ban:
e PAN-OS 11.1 truéc ban 11.1.2-h3
e PAN-OS 11.0 truéc ban 11.0.4-g1
e PAN-OS 10.2 truéc ban 10.2.9-h1
- Ban va cho cac phién ban bi anh hudéng sé dwoc phat hanh ngay
14/04/2024, nguoi dung nén cap nhat ngay khi kha dung.
Dudi day 1a mot sé IoC dwoc ghi nhan:
e Update.py
e 3de2a4392b8715bad070b2ael12243f166ead37830f7c6d24e77898592
7f9caac
e 5460b51da26c060727d128f3b3d6415d1adc25af6a29fef4cc6b867ad3
659078
e 172.233.228[.]93
e hxxp://172.233.228[.]93/policy
e hxxp://172.233.228[.]93/patch
e 66.235.168[.]222
2. Hwéng din khic phuc
Trudc mat, nguoi ding nén bat Threat ID 95187 va dam bao cac bién phép
bao mat 16 hong da duoc ap dung cho GlobalProtect. Trong truong hop khéng
thé bat Threat ID 95187, ngudi ding nén tam thoi tat chitc ning telemetry trén
thiét bi cho téi cap nhat ban va va chi nén bat lai sau khi da cap nhat ban va. Cac
budc dé thuc hién viéc tat telemetry nhu sau:
1. Device > Setup >Telemetry;
2. Chon widget Telemetry;



3. Bé chon muc “Enable Telemetry”;

4. Bam OK dé luu
3. Tai liéu tham khao

thay doi.

https://security.paloaltonetworks.com/CVE-2024-3400
https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040

Il. THONG TIN CAC LO HONG BAO MAT TRONG CAC SAN
PHAM CUA HANG MICROSOFT CONG BO THANG 4/2024

STT CVE Mo ta Link tham khao

- Piém: CVSS: 8.8

(Cao)

- M6 ta: L hong trong

Remote Procedure Call

Runtime (RPC) cho

phép doi twong tan https://msrc.microsoft.com/updat
1 | CVE-2024-20678 | cong thuc thi ma tir xa. | e-quide/vulnerability/CVE-2024-

- Anh hudng: | 29678

Windows 10,

Windows 11;

Windows Server 2008,

2012, 2016, 2019,

2022.

- Piém: CVSS: 8.8

(Cao)

- M6 ta: L hong trong

SmartScreen cho phép

doi tugng ’tén cONg VUot| hitps://msrc.microsoft.com/updat
2 | CVE-2024-29988 | qua co ché bao vé. e-quide/vulnerability/CVE-2024-

- Anh hudng;: | 29988

Windows 10,

Windows 11;

Windows Server 2019,

2022.

- Piém: CVSS: 8.8 https://msrc.microsoft.com/updat

CVE-2024-21322 fl\;féllte;n ggoﬁgl)lg wone ﬁge/vulnerabllltv/CVE 2024
3 | CVE-2024-21323 . ' https://msrc.microsoft.com/updat
CVE-2024-29053 Microsoft Defepder for e-quide/vulnerability/CVE-2024-
[oT cho phép doi tuong | 21323
tAn cong thuc thi ma tir https://msrc.microsoft.com/updat



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21322
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21323

Xa.
- Anh huéng:
Microsoft Defender for
loT.

e-quide/vulnerability/CVE-2024-
29053

CVE-2024-20670

- Diém: CVSS: 8.1
(Cao)

- M6 ta: L3 hong trong
Outlook for Windows
lam 16 lot NTML hash,
cho phép dbi tuong tan
cong thyc hién tan cong
gid mao (spoofing).

- Anh huéng: Outlook
for Windows.

https://msrc.microsoft.com/updat
e-guide/vulnerability/CVE-2024-
20670

CVE-2024-26256

- Piém: CVSS: 7.8
(Cao)

- M6 ta: L hong trong
thu vién nguén mo
libarchive cho phép d6i
tugng tan cong thuc thi
ma tir xa.

- Anh huéng:
Windows 11;
Windows Server 2022.

https://msrc.microsoft.com/updat
e-guide/vulnerability/CVE-2024-
26256

CVE-2024-26257

- Piém: CVSS: 7.8
(Cao)

- M6 ta: L3 hong trong
Microsoft Excel cho
phép ddi tuong tin
cong thyc thi ma tir xa.
- Anh huéng:
Microsoft 365 Apps
for Enterprise,
Microsoft Office
LTSC for Mac.

https://msrc.microsoft.com/updat
e-guide/vulnerability/CVE-2024-
26257




https://msrc.microsoft.com/updat
e-guide/vulnerability/CVE-2024-
26221

https://msrc.microsoft.com/updat
, e-guide/vulnerability/CVE-2024-
- biém: CVSS: 7.2 26222

CVE-2024-26221 | (Cao) https://msrc.microsoft.com/updat
CVE-2024-26222 | - M ta: L5 héng trong | &2 CHHnErabtibiCVEZ0E:
CVE-2024-26223 Windows DNS Serve,r https://msrc.microsoft.com/updat
7 | CVE-2024-26224 | cho phép doi tugng tan | e-quide/vulnerability/CVE-2024-
CVE-2024-26227 | cong thuc thi ma tir xa. | 26224

? . . https://msrc.microsoft.com/updat
CVE-2024-26231 | - Anh hudng: Windows | o o iqeivulnerability/CVE-2024-

CVE-2024-26233 | Server 2016, 2019, 26227
2022. https://msrc.microsoft.com/updat
e-quide/vulnerability/ CVE-2024-

26231

https://msrc.microsoft.com/updat
e-guide/vulnerability/CVE-2024-
26233

- Biém: CVSS: 6.7
(Cao)

- M6 ta: L hong trong
Proxy Driver cho phép

dbi tuong tan cong thyc
hién tén Céng gié mao https_://msrc.mlcr_ogoft.com/updat
e-guide/vulnerability/CVE-2024-

(spoofing). 26234
- Anh huong: Windows
10, Windows 11;
Windows Server 2008,
2012, 2016, 2019,
2022.

8 | CVE-2024-26234

2. Hwéng dan khic phuc

- Nhiam dam bao an toan thdng tin cho hé thdng thong tin, d& nghi cac co
quan, don vi, dia phuong chi dao bo phan chuyén trach vé céng nghé thdng
tin/an toan théng tin phdi hop véi bo phan cé lién quan thuc hién kiém tra, ra
soat, xac dinh may tinh st dung hé diéu hanh Windows cé kha niang bi anh
huong va tién hanh cap nhat ban vé kip thai cho cac 16 hong bao mat néi trén
theo huéng dan cua hang dé tranh nguy co bi tan cong.

- Tang cuong giam sat va sin sang phuong an xu ly khi phat hién ¢ dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo dbi kénh canh


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26231

bao cua cac co quan chirc ning va cac té chic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

- Tuyén truyén thuong xuyén, lién tuc tgi toan thé can bo, cong chuc, vién
chic, nguoi lao dong cia co quan, don vi minh nham nang cao nhan thirc va
trang bi k¥ nang dam bao an toan thong tin trén khéng gian mang.

- Trong trudng hop can thiét c¢d thé lién hé dau méi hd tro:

+ Ong Ng6 Nguyén Long, cong chac biét phai Phong Vin hoa va Thong
tin, so dién thoai: 0943.905.333.

4. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://lwww.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-
updates-review
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