UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
THI TRAN CHQ CHU

S6:255 /JUBND - VHXH
V/v tinh hinh an toan théng tin va két qua Cho Chu, ngayl! thang 10 nam 2023
giam sat an an toan théng tin tai
Trung tdm gidm sat ATTT mang (SOC)
tinh Thai Nguyén thang 9/2023

Poc lap - Tw do - Hanh phuc

Kinh gui: 7 ’
- Cac ban nganh, doan thé thi tran Chg Chu,
- C4c trudng hoc, tram y té thi tran Cho Chu.

Can ctr Cong van sO 234/VHTT-TH ngay 29/9/2023 cua Phong Van hoa Thong
tin huyén Dinh Hoa vé tinh hinh an toan thong tin va két qua giam sat an toan thong
tin tai Trung tam giam sat ATTT mang (SOC) tinh Thai nguyén thang 9/2023.

Nham dam bao an toan théng tin cho hé théng thdng tin cua cac co quan, don
vi, gop phan dam bao an toan cho cac hé thong thdng tin ding chung, lién théng cua
tinh. UBND thj tran Cho Chu thong tin dén cac ban nganh, doan thé, truong hoc,
tram y té trén dia ban thi tran vé tinh an toan théng tin thang 8/2023, két qua giam
sat an toan thong tin tai Trung tdm gidm sat an toan thong tin mang (SOC) tinh Thai
Nguyén thang 9/2023, khuyén nghi vé céac 16 hong bao mat c6 mac anh huéng
nghiém trong, mac anh huéng cao trong cac san pham cua hang Microsoft céng b
thang 9/2023 va hudng dan khac phuc.

(Chi tiét thdng tin vé cé&c 14 héng bdo mdt va huréng dan khdc phuc tai phu luc
dinh kem)

Can cu cac ndi dung néu trén, UBND thi tr’ém Cho Chu dé nghi cac ban nganh,
doan the, truong hoc, tram y té trén dia ban thi tran quan tdm trién khai thuc hién./.

Noi nhin: KT.CHU TICH
_ Nhu trén: PHO CHU TICH
b ,\/" -T N "/’7 —
- TT Pang uy, TT HDND; O ‘ g
- Lanh dao UBND; —

- Luu: VP, VHXH.
-

Nguyén Trung Kién
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' ~ PHULUC: TINHANTOAN THONG TIN,
KET QUA GIAM SAT AN TOAN THONG TIN TAI TRUNG TAM (SOC)
TINH THAI NGUYEN

(Kém theo Cong van sé:  /VHTT-TTngay [ 9/2023 ciia Phong VH&TT)

. KET QUA GIAM SAT AN TOAN THONG TIN TAI TRUNG TAM GIAM SAT
AN TOAN THONG TIN MANG (SOC) TiNH THAI NGUYEN THANG 9/2023

1. Tinh hinh trién khai céng tac phong chéng phan mém déc hai va chia sé
dir liéu ma déc

Bén thoi diém ngay 21/9/2023, Hé thong quan ly tap trung tai Trung tam SOC
tinh Thai Nguyén ghi nhan 2.466 may tinh cta cac co quan to chirc nha nudc duoc
cai dat va chia sé dir liéu ma doc.

Ty I€ may co két ndi/khong két ndi Ty Ié cac phién ban update Ty I gira hé diéu hanh cac may

O 56 may co két ndi © Version 7552 © Windows 10 for x64

© 56 may khéng két néi Q Version 7549 © Windows 7 for x64

2. Tinh hinh 18y nhiém ma déc

Trong thang 9/2023, Hé théng quan Iy tap trung tai Trung tam SOC tinh Thai
Nguyén ghi nhan va xu ly 516 may tinh cua cac co quan to chirc nha nudce cd dau
hiéu bi nhiém ma dac.

W32 ThumjsNHm Trojan

680
Loai virus

(Théng ké Top 10 mdu virus lay nhiéu nhdt)
3. Két néi nguy hiém da xir ly:
Trong thang 9/2023, Hé théng quan ly tap trung tai Trung tdm SOC tinh Thai
Nguyén phén tich va phéat hién nhiéu may tinh cua co quan nha nuéc cd két noi dén dia chi
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IP/Domain nghi ngor doc hai (97) do cac phan mém phong chéng ma doc da ghi nhan.

Bia chi Tong so két ndi canh bao 4 S6 may két ndi

192 168 1.225

192 168 1 49

192.168.0.149

192.168.1.200

atomictrivia ru

192168 1.254

192168 152

192 168 16

192.168.1.3

192.168.1.48

Ty |é cac dia chi canh bao

97
Dia chi

© 1921681225 O 192168149
O 192.168.0.149 O 1921681200
O atomictiviaru O 1921681254
O 192168152 O 19216816

O 19216813 192.168.1.48

(Théng ké Top 10 két néi nghi ngo phét sinh trong thang)
4. Piém yéu, 16 hong ton tai trén may tinh ciia cac co quan to chic:

Trong thang 9/2023, Hé théng quan Iy tap trung tai Trung tdm SOC tinh Thai
Nguyén di ghi nhan c6 1.550 diém yéu, 16 hong an toan thdng tin trén may tinh cua
cac co quan t6 chirc nha nude trén dia ban tinh. Mot s6 don vi 6 ty 1é may tinh cé
nhan ton tai diém yéu, 15 hong phan mém cao nhu: S¢ Gido duc va Dao tao, S& Tai

Nguyén va Mai truong, UBND thanh phé Séng Céng, UBND huyén Phu Binh. ..

S0 mdy c6 16 hdng ¢

1031

(Website) trén dia ban tinh

Trong thang 9/2023, Trung tdm gidm sat an toan thong tin mang (SOC) tinh
Thai Nguyén da phét hién va gui van ban canh bao, khuyén nghi vé 16 hong bao mat
trén Trang thong tin dién tir (Website) ciia S& Nong nghiép va Phat trién ndng thon
(dia chi truy cap: https://ntm.thainguyen.gov.vn); ngan chan tan cong c6 chu dich

vao Hé théng Co so dir lieu cia Lién minh hop tac xa (dia chi truy cap:

https://csdlimhtx.thainguyen.gov.vn).

Ty 16 cac loai 16 hdng

© cvE-2022-26809
© cvE2021-40444
O CvE20200655
O cvE2021-1674

O cvE202221907

(Thong ké diém yéu, 16 hong xuat hién nhiéu nhat)
5. Giam sat, phat hién 16 hong bao mat trén cac Trang thong tin dién tir

O cvE202321716
O cve2020-1097
O cve2021-31979

O cve202128310

CVE-2021-1732



https://ntm.thainguyen.gov.vn/
https://csdllmhtx.thainguyen.gov.vn/
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I1. TINH AN TOAN THONG TIN TREN CA NUGC

(Chi tiét tai B4o cao sé 18/BC-CATTT ngay 21/9/2023 ciia Cuc An toan thdng
tin guri kem theo)

1. Piém yéu, 16 héng ton tai trén may tinh cia cac co quan, to chire, don vi
trong thang 8/2023

Trong thang 8/2023, Trung tdm Giam st an toan khdng gian mang quéc gia
(NCSC) phét hién trén 63.595 diém yéu, 15 hong bao mat an toan théng tin tai cac
hé théng thdng tin cua cac co quan, to chitc nha nuée, dic biét c6 mot sé 16 hong da
va dang duoc cac nhdm tan cong loi dung dé thuc hién céc cudc tan cong APT, mot
s6 16 hong van con ton tai trén nhiéu may cua cac co quan, to chirc nha nudc chua
duoc xt Iy, cu thé nhu sau:

rr| MA df’g‘l‘lgyé“/ 1o i‘l’ ;‘;‘lrlnhgw‘;‘g Link tham khio
1 CVE-2023-3740 4.840 https://nvd.nist.gov/vuln/detail/cve-2023-3740
2 | CVE-2022-26809 12.276 https://nvd.nist.gov/vuln/detail/cve-2022-26809
3 CVE-2023-4078 6.612 https://nvd.nist.gov/vuln/detail/CVE-2023-4078
4 | CVE-2023-40477 6.458 https://nvd.nist.gov/vuln/detail/CVE-2023-40477
5 CVE-2023-4368 4.987 https:/nvd.nist.gov/vuln/detail/CVE-2023-4368

2. Thong tin cac 16 hong bao mit trong cac san pham ciia hing Microsoft
cOng bo thang 9/2023

STT | L6 hong bao mét M0 ta Link tham khao
- biém CVSS: 8.8 (mirc dp danh
hwong nghiém trong)
- Mo ta: Lo hong trong Windows
CVE-2023- Themes cho ma3 tir xa. https://msrc.microsoft.com/update
. -quide/vulnerability/CVE-2023-
1 38146 - Anh huong: Windows 10, phép | 3514 o

doi tuong tin cong thuc thi
Windows 11, Windows Server

2019, 2022.
- biém: CVSS: 8.8 (mirc dp danh
nghiém trong)

- Mb ta: L hong trong Internet
Connec’glon Sha“,ng (ICS) cho https://msrc.microsoft.com/update

2 C\{o,%_1240823- phép doi tuong tan cong khong | -quide/vulnerability/CVE-2023-
can xac thuc thuc thi ma tir xa khi | 2224
ICS dugc kich hoat.

- Anh huéng: Windows 10,
Windows 11, Windows Server 2022



https://nvd.nist.gov/vuln/detail/cve-2023-3740
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- Piém CVSS: 8.0 (miic dj dnh

https://msrc.microsoft.com/update

CVE-2023- huwéng cao) -guide/vulnerability/CVE-2023-
36744 NS LRz i 36744
} - - MO ta: Lo hong trong Microsoft | s //msrc.microsoft.com/update
CVE-2023 L A : <
36745 Exchange Server ch(? phép doi é(zsu;gglvu|nerab|||tv/CVE-2023-
CVE-2023- tu’ong tan cong t%u,rc thi ma.tu Xa. https://msrc.microsoft.com/update
36756 - Anh  hudng:  Microsoft | -guide/vulnerability/CVE-2023-
Exchange Server. 36756
- biém CVSS: 7.8 (mirc dp danh
huong cao)
- Mo ta: Lo hong trong Streaming
- - ; 4 A https://msrc.microsoft.com/update
CVE-2023 SFI'VIE:C Proxy Ch? phep doi tu’o’r}g -quide/vulnerability/CVE-2023-
36802 tan cong thuc hién leo thang dac | 35181
quyén. L6 hong nay hién dang bi
khai thac trong thuc té.
- Anh huong: Windows 11.
https://msrc.microsoft.com/update
CVE-2023- 2 L aa Ui ili 2023-
36792 - Piém CVSS: 7.8 (mu,c dQ anh 3t16u7|g()j§/vuInerablllty/CVE 2023
CVE-2023- huong cao) , https://msrc.microsoft.com/update
36793 - M6 ta: - M6 ta: Lo hong trong E%o(gu;g?ei/vu|nerabi|ity/CVE-2023-
CVE-2023- Ylsual Studio Cho phép doi tuong https://msrc.microsoft.com/update
36794 tan cong thyuc thi ma tir xa. -quide/vulnerability/CVE-2023-
_ Anh e N 36794
CVE-2023- huong: Microsoft .NET https://msrc.microsoft.com/update
36796 Framework. -quide/vulnerability/CVE-2023-
36796
- biém CVSS: 7.5  (mikc dé dnh
hwong cao)
- M6 ta: Lo héng trong dich vu
Microsoft Azure  Kubernetes
- - ; A A A+ | https://msrc.microsoft.com/update
CVE-2023 S?WICC (ihO pl’iep d,01 tuong tan -quide/vulnerability/ CVE-2023-
29332 cong khong can xac thuc thuc | 29332
hién tan cong leo thang dac
quyeén.
- Anh huéng: Microsoft Azure
Kubernetes Service.
- biém CVSS: 7.8 (mirc do danh
huong cao)
- Mo ta: Lo hong trong Microsoft
Word cho phép doi tuong tan
- - A A A ; A ~ | https://msrc.microsoft.com/update
CVE-2023 C?ng thu thap” thong‘ 'tln‘ve mﬁ‘ -quide/vulnerability/CVE-2023-
36761 bam NTLM cua nguoi dung. Lo | 35761

hong nay hién dang bi khai thac
trong thuc té.

- Anh huodng: Microsoft Word,
Microsoft 365.
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I1l. KHUYEN NGHI VA HUONG DAN KHAC PHUC

- Nham dam bao an toan hé théng, dé nghi bd phan chuyén trach vé cong nghé
thong tin/an toan thong tin tai cac co quan, don vi phdi hop véi cac bo phan co lién
quan thuc hién kiém tra, ra soat, xac dinh may tinh st dung hé diéu hanh Windows
c6 kha ning bi anh huong va tién hanh cap nhat ban va kip thai cho céc 16 hong bao
mat néi trén theo hudng dan cua hing dé tranh nguy co bi tan cong.

- Tang cuong giam sat va san sang phuong an xir ly khi phat hién cé du hiéu
bi khai théc, tan cong mang; dong thoi thuong xuyén theo doi kénh canh béo cua
cac co quan chue nang va cac t6 chirc 16n vé an toan thong tin dé phét hién kip thoi
cac nguy co tan cong mang.

- Tuyén truyén thuong xuyén, lién tuc téi toan the can bo, cong chic, vién
chuc, nguoi lao dong cua co quan, to chirc, don vi minh nham nang cao nhan thirc
va trang bi k¥ nang an toan thong tin cho can bg, cbng chuc, vién chuc trén khéng
gian mang.

- Trong trudng hop can thiét ¢d thé lién hé dau méi hd tro:

+ Ong Ngd Nguyén Long, céng chuc biét phai Phong Van hoa va Thong tin, $6
dién thoai: 0943.905.333.

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-
security-update-review



https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-security-update-review
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-security-update-review
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